FortiGate

SECURITY PROFILES CONFIGURATION




Security Profiles
Ausgewahlte Feafures

AntiVirus
SSL Inspection Web filter
Cloud -
Access Security Ap(%ﬁﬁgﬁn
Inspection
Intrusion

Protection



FortfiGuard Supscription

» FortiGuard Subscription fur die meisten
Services erforderlich

» Bel Neukauf als Bundle integriert

» Verlongerung nach Ablauf jederzeit
moglich

» Relativ hohe Kosten

» ~€ 5000 - 3 Jahre Services + 8x5 HW
Support fur Fortigate 100D



FortiGuard Supscription

» Global Dashboard — Widget License Information

=.= FortiGate 100D FortiGat

_Ei Support Contract Registration & Registered (jan.schoedl@bg-bab.ac.at) Lsunch Portal

@2 Dashboard IPS & Application Control & Licensed (Expires 2018-11-10)

AntiVirus @ Licensed (Expires 2018-11-10)
@ FortiGuard

Web Filtering @ Licensed (Expires 2018-11-10)
Anti-Spam Filtering & Licensed (Expires 2018-11-10)

& FortiCloud Account Activate
E FortiSandbox FortiSandbox Appliance €3 Mot Configured Configure

WM Howto Purchass
Status & FresLicense
Enter License

FortiClient
Clients Registered Details
FortiClient Installers % Mac = Windows

[} FortiToken Mobile Tokens Assigned

6 Virtual Domain ~ VDOMs Used




FortfiGuard Supscription

=.= FortiGate100D FortiGat Contract Status
FortiCare Support @ Registered (jan.schoedl@bg-bab.ac.at) (Z' Launch Portal
Hardware Version @ 8x5support (Expires on 2018-11-10)
Firmware 8 x 5 support (Expires on 2018-11-10
& System o e o pport (Exp )
Enhanced Support @ 8x5 support (Expires on 2018-11-10)
© Uupload
IPS & Application Control i ] ire 2018-11-
S pp & Licensed (Expires on 2018-11-10) Package
IPS Definitions (® Version 7.00811
IPS Engine ® Version 3.00164
o . A . © upload
AntiVirus @ Licensed (Expires on 2018-11-10) Package
AV Definitions (® Version 33.00284
FortiGuard

AV Engine ® Version 5.00227

Mobile Malware Definitions | (& Version 32.00284

Botnet Definitions ® version2.00817 = View List

© upload

SSL-VPN Package (® Version 4.0.2300 Package

Web Filtering @ Licensed (Expires on 2018-11-10)

inti-Spam Filtering & Licensed (Expires on 2018-11-10)




Registrierung der Services

» Account auf SINEIE]
» Gerdt mit SN registrieren (Bundle)

» oder Service Contract Code bei Verlangerung

amn A Jan Schoed| LOG O
=RTINET R
Home [QWASII@M Assistance  Download Feedback 143115 - BG Babenberger...
CUSTOMER SERVICE & SUPPORT

Registration

~ Registering Product
Wizard & 2
n Registration Code > 2

Specify Registration Code

Please enter your product serial number, service contract registration code or license certificate number to start the registration




Registrierung der Services

- = Jan Schoed| LOG OUT
F:=RTINET

Home Asset Assistance Download Feedback 143115 - BG Babenberger...
OMER SERVICE & SUPPORT

View Total Records : 3
Products Filter: Off @

L3 Setting ™ A Export~ € Advanced Search Please enter product SN or description..  Q

Serial Number a Description¥ Ship Date % Registration Date ¥

FG100D3G 0o ForiGate100D Schule

FGTS0B3G10641946 FortiGate 50B Direktion

FGTS0B3G116 FortiGate 50B IBVS




Registrierung der Services

Firmware & General

Product FortiGate 100D I
i FG100D3G1 2808009
& t 2018-11-08

@ Back To List

Information Product Information
|

General
@ Location

*  Entitlement Product Model: FortiGate 100D
= Serial Number: FG100D3G12808009
Registration Date: 2012-11-09
Ship Date: 2012-10-29
Warranty: Standard ()
Warranty Support Start Date: 2012-11-09
4 Add Licenses Warranty Support Start Event: Initial Registration of SN at support.fortinet.com ()

9P License & Key

Registration
E;'a Renew Contract

RMA Transfer Description: ForiGate100D Schule

@ FortiGuard Trial Partner: CCS Rosenstein

Version & Update
Assistance

i= Ticket List

0S Version: FG100D-FW-5.04-101

AV Engine Version: 5.227

Technical Request AV Engine Update Time: 2016-03-15 07:05

AV DB Version: 33.284

AV DB Update Time: 2016-03-15 07:05
DOA/RMA Request IPS Version: 7.811

IPS Update Time: 2016-03-15 07:05
IPS Engine Version: 3.164

WebChat IPS Engine Update Time: 2016-03-15 07:05

e
-
Customer Service

Anti Virus Ticket




Registrierung der Services

Pde uct FortiGate 100D Fl'rmware.& Ger-leral
Updates Will Expire On
Details FG100D3G12808009

2018-11-08

Information Product Entitlements

A General

@ Location Support Coverage

; Support Type Support Level Activation Date Expiration Date

License & Ke
? y Hardware Return To Factory 2012-11-09 2018-11-08

Registration Firmware & General Updates Web/Online 2012-11-09 2018-11-08

B Renew Contract
Enhanced Support 8x5 2012-11-09 2018-11-08

-4 Add Licenses
AntiVirus Web/Online 2012-11-09 2018-11-08
RMA Transfer

. . NGFW Web/Online 2012-11-09 2018-11-08
@ FortiGuard Trial

Web Filtering Web/Online 2012-11-09 2018-11-08

Ticket List AntiSpam Web/Online 2012-11-09 2018-11-08

Technical Request
Customer Service

Registered Support Contract
=2 DOA/RMA Request

Anti Virus Ticket Contract Number SKU Creation Date Registration Date
i WebChat 284404268930 FC-10-00116-900-02-3 2015-10-07 2015-10-07

935739353058 FC-10-00116-900-02-3 12-11- 2012-11-09




Analysemethoden

ligelijle
Inspection

Content
Inspection

* Daten werden
paketweise analysiert

* Paketfragmente
werden zuerst
zusammengesetzt

¢ |PS, Application Control,
SSL Inspection

* Datenpakete werden
gepuffert, bis Inhalte
komplett sind

e AntiVirus, Web Filter,
DNS Filter, Antfi Spam,
DLP



AntiVirus

Allgemeine Einstellungen

& Security Profiles b

Antivirus

Edit Antivirus Profile

Name default

Comments scan and delete virus

Inspection Mode = Proxy BEWYEERED

Scan Mode Quick RN

Detect Viruses Monitor

Inspection Options

Treat Windows Executables in Email Attachments as Viruses (B

Include Mobile Malware Protection O




Scanning Modes

Proxy

>
>

Grundlich, Sicher

Gesamte Datei muss
vorhanden sein

Dateien werden
gepuffert

PuffergroBe 10MB
Wartezeit fur Client

Infektion kann nicht
ubersehen werden
(Paketfragmentierung)

Flow-based

>

>

Performanceorientiert
Quick / Full Mode

Pakete werden zum
Client gestreamt

Letztes Paket nach
Abschluss des Scans

Bei Infektion wird Paket
verworfen

Download wird
abgebrochen, da Datei
nicht zusammengesetzt
werden kann



AntiVirus Profile

& Security Profiles
AntiVirus

Edit AntiVirus Profile

Name LAPTOP AV

Comments AV Profil Laptopklassen
Detect Viruses Monitor

Inspected Protocols

HTTP @
sMTP @O
POP3 @
IMAP @O
Marl CB
Frp @O
NNTP @

Inzpection Options

Treat Windows Executables in Email Attachments as Viruses (Il

Include Mobile Malware Protection [ @)

NEIER
Profil
erstellen

Profil
klonen




AntiVirus Profil zuwelsen

Security Profiles werden immer einer Firewall Policy zugewiesen
o CreateNew | [# Edit i Delete  (Q Policy Lookup | | QSearch

Seq.# Source Destination Schedule Service Action Security Profiles Log

E LAN LAPTOP (dmz) - WAN LAPTOP (wan2) (1- 3)

!, Policy & Objects v

IPv4 Policy

[@ always +Accept @Enabled

E SSL-WPN tunnel interface (ssl.LAPTOP) - LAN LAPTOP (dmz) (4 - 4)

Sal [@aways AL «Accept @Enabled ©Disabled 283.13 M8
8% SSL VPN Users

[E] ssL-vPN tunnel interface (ss.LAPTOP) - WAN LAPTOP (wan2) (5 - 5)

B al [ av |

Ba [Q always ALL 2 Accept @Enabled ©Disabled 267.75ME
8% SSL VPN Users

B implicit (6 - 6)
Implicit Deny 1 all

©Disabled 315.25kB |




AntiVirus Profil zuwelsen

= Select Entries

Policy

[p always

v Accept @ Enabled

[# Edit
»_ EditinCLI

T Delete v Accept @ Enabled
485 SSLVPN'OsE

E SSLVPN tunnel interface (ssl.L#

] implicit (6 - 6)

Implicit Deny 1= all




AntiVirus Profil zuwelsen

Select Entries

Security

APPLICATION CONTROL (10)

i) sGeAB

I LAPTOP 2014 Block Streaming
IEE [ 53 .APTOPAPP CONTROL
I3 B D3 LAPTOP App Control

Il LAPTOP App Control 2014 |

I} block-high-risk

I} block-p2p

IEZ) client-reputation

m default

2} monitor-p2p-and-media
CASI PROFILE (1)
E5] default
IPS SENSOR ()
PROTECT FRIGG
all_default

all_default_pass

Security Profiles

AntiVirus © | LAPTOP AV

Web Filter © | =] LAPTOP WEBFILTER

DNS Filter © | 3 Botnet DNS v
Application Control @
CASI »

IPS O protect_client -
Proxy Options default_LAPTOP WEBFILTER sC

SSL/SSH Inspection @D certificate-inspection -




Webfilter

& Security Profiles

Web Filter

Edit Web Filter Profile

Name

Comments

& FortiGuard category based filter

LAPTOP WEBFILTER

‘@ Local Categories

- Potentially Liable
*— @ Adult/Mature Content

2 Bandwidth Consuming

@ Security Risk
*— @ General Interest - Personal

— @ General Interest - Business
~@ Unrated

Category Usage Quota o

w= Create New = [#] Edit

Catepory

No matching entries found

Show

Webfilter for Laptopklassen

a All

Bl @

LAPTOP WEBFILTER v [+ |

|

NEIER
Profil
erstellen

Profil
klonen




Webfilter - Reihentolge

Static URL Filter

www.example.com example.* Example.com/news.hitml

FortiGuard Web Filter

Blockieren nach Fortiguard-Kategorien und Unterkategorien

Web Content Filter

Blockieren/Zulassen von Webseiten nach Schlusselwdrtern oder Mustern (Regkexp, Wildcards)

Web Script Filter

Entfernen von Java Applets, ActiveX, Cookies

Anfivirus Scanning.



Funktionswelse
Forfiguard Categories  prmmme

b i Abortion
-1 Advocacy Organizations v

- @ Allow
] @ Block
g2 Monitor
1. Warning

-

i | @ Authenticate

l % Allow ) i | ® customize
4 r:onltor Akhonen
@ Block auswahlen

- Other Adult Materials

e Unferkategorien

. b » Kategorien
| ar
f U r @ Local Categories

& Au thenticate @ potentially Liable
— @ Adult/Mature Content

i~ ® Bandwidth Consuming
‘@ Security Risk

‘@ General Interest - Personal
‘@ General Interest - Business
@ Unrated




Funkfionswelse
Fortiguard Categories

ALLOW

 Zugriff auf Seiten
der Kategorie
zulassen

AUTHENTICATE BLOCK
eSeiten nach  Zugriff auf Seiten
Authentifizierung der Kategorie
erlaubt sperren
 Zugriff erlauben,

* Warnmeldung

vor Zugriff jedoch mit

Logging



AUTHENTICATE

» Bekannten Gruppen und Usern kann Zugriff
gewahrt werden

Edit Filter [ %)

Warning Interval 5 Minute(s) ¥

Selected User Groups LAPTOP-ADMINS-FS50
LAPTOP-ADMINS-LDAP
LAPTOP-LEHRER-F550
LAPTOP-LEHRER-LDAP

OK Cancel




AUTHENTICATE &
WARNING

» Authenticate [/ Warning aus Sicht den Benutzers

Web Page Blocked!

You have tried to access a web page which is in violation of your internet usage policy.

URL: http://www.example.com/
Category: Personal Websites and Blogs
Client IP: 192.168.1.11

Server IP: 198.51.100.1

User name: Guest

Group name: Guest-group

To have the rating of this web page re-evaluated please click here .

» Warning verlangt kein Passwort nach Proceed



BLOCKED

» Block erlaubt standardmaBig keinen Override

Web Page Blocked!

You have tried to access a web page which is in violation of your internet usage policy.

URL: http://www.example.com/
Category: Personal Websites and Blogs
Client IP: 192.168.1.11

Server IP: 198.51.100.1

User name: Guest

Group name: Guest-group

override

To have the rating of this web page re-evaluated please click here .

» Folgende Einstellung im Webfilter erlaubt es dennoch

@l Allow users to override blocked categories
Groups that can override Click to add...

Profile can switch to Click to add...

Switch applies to WEETE User Group

Switch Duration Predefined %]

= | Day(s) = | Hour(s) | 15 = | Minute(s)




PERMANENTE OVERRIDES

» Erstellen einer lokalen Kategorie Uber CLI
» in FortiOS 5.4 keine Moglichkeit in WebGUI

config webfilter ftgd-local-cat

edit local category 1

set 1d 140
end




PERMANENTE OVERRIDES

» Der neuen Kategorie (customl) ALLOW zuweisen

4@ Local Categories

" @ custom1 v

-~ @ manually blocked
® Potentially Liable
@ Adult/Mature Content

@ Bandwidth Consuming
@ Security Risk

@ General Interest - Personal
‘- @ General Interest - Business

@ Unrated




PERMANENTE OVERRIDES

» Web Rating Override — Create New

o= Create New | [# Edit T[] Delete | £ Custom Categories

URL

play44.net

www.system-maintenancepro.com

& Security Profiles v
www.riotzames.com

‘ Web Rating Overrides




PERMANENTE OVERRIDES

» URL der Sub-Category custom1 zuweisen

New Web Rating Overrides

URL www.tombraider.com Lookup Rating

FortiGuard RatingCategory: General Interest - PersonalSub-Category: Games

Dverride to

Category Custom Categories

Sub-Category customi




